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Abstract — Risk management involves a set of structured methods in 

order to face adverse risks in a planned and systemic way. In general, risk 

management adds value to the processes and their practices are being 

consolidated by organizations, no longer an issue only addressed by 

insurance companies and financial institutions. Nowadays, with the 

growing evolution of the different aspects that make up an organization, 

the systemic approach of these factors is considered as the path to reduce 

and mitigate risks to acceptable levels, raising the equipment safety to 

admissible parameters. This monograph presents a study of operational 

risk management through a method called What if, which can be applied 

as a guiding guide in the identification, analysis and management of risks. 

Bringing as a result a clear and objective communication about the 

necessary actions to make them risks acceptable to the organization. 

 

I. INTRODUCTION 

With the growing search for technology and product 

innovation to be increasingly competitive in the market, so 

that it acts effectively always aiming at reducing costs and 

making the business viable, it is clear that the equipment 

that operates in this journey needs care so that it does not 

damage and generate costs, which may reflect in the 

unviability of the business. 

Thus, this monograph presents a study of operational 

risk management applied in a steel mill that manufactures 

special steels for the automotive industry and, by means of 

internal technical studies, it was determined that the 

continuous casting equipment of the melt shop presents a 

higher operational risk, more precisely in the spinning 

tower, requiring a more elaborate study on the risk 

management of the equipment. 

According to [1], when risks arise from the uncertainty 

of the operation itself, they are classified as operational 

risks, these when caused by external factors that have a 

significant impact, such as natural disasters, financial 

system bankruptcies and terrorist attacks, become very 

important and serious. 

According to [2], risks are divided into endogenous 

risks that originate from the company itself and exogenous 

risks that are from the supply chain.  

[3], stated six types of risks related to software 

development: organizational adaptability, skill mix, 

management structure and strategy, software system 

design, user participation and training, and technical 

planning and integration. 

According to [4], other groups, which are also called 

risks are team, organizational environment, system 

requirements, planning and control, users, and complexity. 

It is also common to classify the risks according to their 

priority making it possible to act effectively. 
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One of the strategies, according to [1], is to use a 

probability and impact matrix to classify risks in high, 

medium, and low importance. 

1.1 Research Contextualization 

The current market requires companies to use other 

management tools to base their strategic planning, such as 

Balance Score Card - BSC, among others. This work 

proposes to make decisions based on the organization's 

risks. It can deal with operational risks, as well as create a 

governance that allows the evaluation of market risks, 

sales, logistics, etc. To this end, tools and methods that 

classify these risks in the organization will be suggested, to 

be used as information to build the strategic planning. 

In this scenario, Operational Risk Management (ORM) 

has an important role that places it as a determining factor 

for companies. The implementation of this system will 

bring to the knowledge of top management the risks that 

can cause greater loss, according to studies and research 

that can evaluate, making it possible to eliminate or 

mitigate them. 

1.2 Research Question 

How can one map the risks of a continuous casting 

machine? Can the risk analysis approach be applied to a 

continuous caster? In today's scenario, are managers aware 

of these risks which are usually only found at the 

operational level? 

 

II. THEORETICAL BACKGROUND 

2.1 Risk 

According to the Nomas Brasileiras/ISO International 

Organization for Standardization - NBR / ISO 31000 

standard [5], risk is defined as the impact of uncertainty on 

the objectives that an organization faces due to the 

influence of internal and external factors. Although risk is 

usually related to circumstances that cause harm to people 

or assets, this definition means that risk can also appear in 

the planning process. 

According to [3], the goal of using risk management in 

the process is to reduce uncertainty, define measures to 

prevent occurrence, and determine the measures that 

should be taken when risks cannot be avoided, i.e., 

mitigate, reduce the impact, and reduce the consequences 

of risk. 

It can be said that risk is the impact of uncertainty on 

objectives. According to [2], this effect is a deviation from 

expectations - positive and/or negative, objectives can 

have different aspects (such as financial, health and safety, 

and environmental goals) and can apply at different levels 

(such as strategic, organization-wide, project, product, and 

process). 

According to [4], uncertainty refers to the state of lack 

of information about the event, its understanding, its 

knowledge, its outcome or probability, even if it is a partial 

state. 

Risk is the deviation from a specified reference value 

and its associated uncertainty. These impacts may be 

related to safety, health, sustainability, personnel, 

organization, operations, market, or finance. 

According to [4], as the name implies, risk refers to 

unpleasant or undesirable things that can happen being 

dangerous or uncertain events. Its occurrence does not 

depend on the will of the parties involved. 

According to [6], risk is always related to what may 

happen in the future. We can use risk analysis tools to 

analyze and manage risks in a rational way. The goal is to 

provide a reference for decision making in order to achieve 

future well-being. And according to the [7], a risk is an 

uncertain event or condition that, if it occurs, will have an 

impact on at least one project goal, which are: scope, 

schedule, cost, and quality. 

According to [4], risk comes from uncertainty that have 

been identified and analyzed and mitigated, making it 

possible to plan a response to the supposed event. There 

are risks that cannot be actively managed, to do this, the 

project team must develop a contingency plan or consider 

lessons learned from previous projects. NBR/ISO 31000 

[5], defines how organizations of all types and sizes face 

internal and external influences and factors that make them 

uncertain if and when they will achieve their objectives. 

The impact of this uncertainty on organizational objectives 

is called risk. 

2.1.1 Risk Management 

According to [8], the main objectives for the company's 

survival and competition in the market are: to reduce costs, 

product quality, increase production, protect the 

environment, extend the life of equipment, and work 

safety. 

According to [4], the goal of maintenance is to keep the 

equipment in the operating condition specified by the 

design. The proactive approach has become part of 

everyday maintenance. 

In this way, the strategic nature of maintenance is 

clearly seen. For [9], competitive strategy means adopting 

a number of different activities to provide customers with 

unique value. A company can only outperform its 

competitors if it can maintain its differences. The 

difference comes from both the choice of activity and the 

way the activity is performed. 
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2.1.2 Risk Analysis 

Risk analysis involves the appreciation of the causes 

and sources of risk, their consequences and the probability 

that these consequences may occur, this analysis is always 

continuous and must be constantly updated and evaluated. 

According to [10] qualitative risk analysis is performed 

using risk-impact or probability-impact probability 

matrices being a method for assessing risks, ranking risks 

according to the probability and impact values determined 

in meetings with experts and brainstorming. 

Although there are various methods for risk analysis, 

the following common elements are considered necessary 

to qualify the process as risk analysis: 

- Risk identification; 

- Relation of the risk to its consequence; 

- Analysis of risk exposure; 

- Risk characterization. 

According to [5], risk analysis can provide data for 

decisions that require choices, and choices involve 

different types and levels of risk. And according to [7], the 

goal of risk management is to increase the possibility and 

impact of positive events and reduce the impact that can 

generate negative events in the project. 

The risk assessment process, according to NBR/ISO 

31000 [5], is composed of risk identification, risk analysis, 

and risk assessment. 

Risk identification is the first element. The purpose of 

this element is to generate a comprehensive list of risks 

based on events that will alter the predicted situation, in 

order to determine what may happen in different events. 

According to the NBR/ISO 31000 standard [5], these 

events can create, increase, avoid, reduce, accelerate, or 

delay the achievement of goals. All possible causes and 

scenarios should be considered. These events and 

scenarios should show the possible consequences of each 

event. 

According to [5], risk analysis allows you to 

understand the risks. The second element is the decision 

about the risk requirements that need to be addressed and 

the most appropriate strategies and methods to deal with 

the risks. In this phase, you will analyze the risks, their 

consequences and probabilities. This can be done by 

modeling the outcome of the event, inferring from 

experimental research, or available data. 

Consequence analysis points out the type of impact that 

may occur from a particular deviation or situation. 

The impact may have minor consequences but higher 

probability, or major consequences but lower probability, 

or some intermediate outcomes. It is appropriate to focus 

on the risks that can produce high impacts, these risks are 

usually of greater concern to managers.  

According to [5], risk assessment aims to assist 

decision making based on the results of risk analysis. This 

element takes into consideration the risks of the need for 

treatment and the priority of treatment implementation. 

According to [1], any decision made based on 

identified risks involves two distinct elements: objective 

facts and subjective views on the impact of the decision. In 

some cases, a risk assessment may lead to a decision not to 

address the risk. 

2.1.3 Risk Analysis Tools 

2.1.3.1 Cause and Effect Analysis 

According to [11], cause and effect diagrams (also 

known as Ishikawa or fishbone diagrams) are very useful 

for identifying causes of risks. They can be system or 

process flow charts, which show how various elements of 

a system interrelate and the cause and effect mechanism or 

as influences diagrams which are a graphical 

representation of a problem, which shows causal 

influences the 6Ms: machine, measure, labor, method and 

environment; the ordering of events in time and other 

relationships between variables and outcomes. 

The risk identification process generates information, 

which according to [11], will be used in the evaluation 

process and other processes. They include lists of 

identified risks, which will serve as the basis for prioritized 

risk lists. Risk triggers are very useful in the action plan 

process input and other processes. 

2.1.3.2 What if 

The What if method according to [12], proposes 

general and qualitative analysis, for having an application 

of simple execution, makes it possible to avoid omitting 

risks in projects, procedures and standards and still verify 

behaviors and personal empowerment in work 

environments. 

[13] translates the term What if as the "analysis of 

hypothetical variations" and points out that the method can 

help decision makers to simulate the behavior of a 

complex piece of equipment before any critical decision 

using technical and historical data to reduce the risk of any 

unexpected results. 

To begin with, the multidisciplinary team must be 

formed and provided with the following information: 

a) Process diagrams (P&ID's); 

b) Equipment technical data, project and process 

parameters; 
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c) Construction materials; 

d) Relief and ventilation systems; 

e) Inventories of dangerous substances; 

f) Local legislation applicable and compatible with the 

current situation; 

g) International Standards applicable and compatible 

with the current situation; 

h) Previous risk analysis with its recommendations; 

i) Material risks (material list, interaction matrix); 

j) Process Incident Reports (summary); 

k) Maintenance History; 

l) Records of Changes that have occurred; 

m) Maintenance and Operational Procedures. 

In periodic meetings, with a pre-established agenda, the 

multidisciplinary team will meet to start the work. In 

possession of the listed information, the team leader will 

make a brief presentation of the segment to be studied, the 

multidisciplinary team will make a field visit to recognize 

the study segment. Then they return to the room to start the 

What if. 

Its definition is a qualitative risk analysis that allows, 

by asking questions, the identification of hazards and risks 

in the process, allowing us to perform a global analysis of 

a facility or process. It can be used at all points in the 

facility's life cycle. 

The method suggests separating the processes into 

blocks, to ask the "What if?" questions in a delimited 

manner. Next, identify the hazards in each block by asking 

the "What If?" question, looking at all the information in 

the process, and guided mainly by the following items: 

a) Multi-disciplinary group concerns (Brainstorming);  

b) Process Events; 

c) Equipment Failures; 

d) Relevant changes in the process or its parameters. 

And then, it will be necessary to send evidence of the 

study's conclusion, for this, the Process Safety Analysis 

documentary should be stored. 

This method is often used in first analyses, more 

comprehensive analyses where you get the most critical 

scenarios to use other methods. While the 'SWIFT/What if' 

technique was originally designed for the study of 

chemical and petrochemical facility hazards, the technique 

is now widely applied to systems, facility items, 

procedures, and organizations in general. In particular, it is 

used to examine the consequences of changes and the risks 

thus changed or created. 

In a second step the questions should be analyzed. If 

they are answered and do not represent a relevant 

hazardous condition they are discarded, they are said to be 

"overcome". If they do represent a relevant hazardous 

condition, this hazardous condition must be identified and 

listed in the Production Risks Analyses – PRA 

spreadsheet; these are the "validated" questions. The 

dangerous condition is referenced by the number and the 

What if question. 

Once all questions have been answered, the resulting 

hazardous conditions will be listed, and for each hazardous 

condition, current causes, consequences, and protections 

must be listed. 

Next, the level of risk is assessed for each hazardous 

condition identified. The analysis should use the criteria of 

the Risk Rating Matrix (see Fig. 2). Always put in more 

detail for future leadership decisions, the criteria, with a 

little more detail in the description, of the whys. 

2.1.3.3 HAZOP (Hazard and Operability Studies) 

The Hazard and Operability Studies (HAZOP) method 

is one of the most widely applied methods and was 

developed by Imperial Chemical Industries (ICI) in the 

1960s [14]. This method uses keywords to study deviations 

from the design intent of equipment and processes and to 

determine the causes and consequences of the deviations. 

Its main objective is during process operation. The 

HAZOP method is mainly used when implementing a new 

process or modifying an existing process during the design 

phase. The ideal method for HAZOP is to conduct surveys 

prior to the detailing and construction phases of the 

project, so as to avoid having to change the details or 

installation when the HAZOP results are determined. 

Well-known. HAZOP development combines the 

indisputable advantages of personal experience and skills, 

as well as teamwork. 

According to [15], the HAZOP process is a qualitative 

technique that uses key words to question how the design 

intent or operating conditions cannot be achieved at each 

stage of the design, process, procedure, or system. Usually 

conducted by a multidisciplinary team in a series of 

meetings. 

Guiding words lead the study group's thinking to fix 

attention on the most significant system risks. These can 

be customized for a system, but the most usual are: none, 

plus, minus, as well as, part of, reverse/opposite, except, 

and compatibility. Next, the concepts that help in the 

analysis and are vitally important to understand are 

defined. 

Nodes are determined which are a part of the process 

delimited to be studied, usually a node is defined by the 
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practicality of the study, since the same substance is 

carried or used, the same variables are used, or it is simple 

to establish the edges. The process of node selection 

should be performed according to the P&ID's. Deviations 

are considered to be situations where the process 

parameter extrapolates the reference value. The sequence 

of the study is shown in Fig. 1. 

 

Fig. 1: Hazop sequencing 

Source: Authors (2021) 

This method is often used in the detailed design phase 

and should be used when, after the what if method, no 

solution has been found for the identified risk. It is a more 

in-depth method indicated only for the most complex and 

serious risks. 

2.1.3.4 Probability and Impact Matrix 

The identified risks go through an Analysis and 

Evaluation process. In this step the risk is estimated 

(quantified) and its functional dimension is understood. 

This risk estimation or quantification is a function of the 

consequence and probability of an event occurring and is 

based on the risk matrix in Fig. 2: 

 

Fig. 2: 5x5 Risk classification matrix 

Source: Authors (2021) 

 

Grau de Risco Nível de Risco 

 GR1 20 – 25 

 GR2 16 – 19 

 GR3 7 – 15 

 GR4 1 – 6 

Fig. 3:  Risk level of the probability x impact matrix 

Source: Authors (2021) 

The consequence (impact) can be estimated taking into 

account the potential severity that considers: the nature or 

size of what is at risk: people, financial, environment, 

quality, image, legal requirement. 

The severity, in the case of people referring to damage 

or injury to health: mild, severe and death, and the extent 

of the risk: one person, several people and/or equipment. 

The probability of occurrence or the materialization of 

the risk is a function of the frequency of exposure or 

occurrence: need for exposure, nature of exposure, 

frequency of exposure, statistical data or history of events 

can be used. The possibility of avoiding the materialization 

of the risk should also be considered: if it is slow to occur, 

if it can be predictable, if it can occur in a sequential 

manner, if it occurs due to complaints, etc. 

It is necessary that the entire risk analysis and 

assessment process be documented, showing the basis for 

the correct classification as to consequence and 
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probability. Examples: calculation report, reports, reports, 

modification management, evidence of occurrences, etc., 

in order not to under or overestimate a certain risk. The 

risk can be analyzed focusing on each of the impact 

dimensions, it will have the dimension of the highest risk 

level evaluated. For this work the financial dimension will 

be evaluated. 

 

Fig. 4: Criteria for risk materialization probability analysis 

Source: Authors (2021) 

In Fig. 4 the criteria relative to the failure frequency are 

established, with these criteria we classify the risk from 

very high, which would be the most critical, to very low. 

Even those classified as very low are treated due to the 

impact that this failure may generate. 

 

 

Fig. 5: Criteria for the evaluation of risk impacts 

Source: Authors (2021) 

2.1.3.5 FMEA (Failure Modes and Effects Analysis) 

FMEA is a technique used to define, identify, and 

eliminate known failures or deviations in systems, designs, 

processes, and/or equipment before they reach the 

customer [16]. 

Failure Mode and Effect Analysis is a reliability 

technique with the primary objective of anticipating 

known or potential failure modes in a product or process 

(equipment, systems, or components) and identifying 

actions that can eliminate or reduce the chance of these 

failures occurring. It is an analytical method based on the 
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team's experience, which helps in the identification and 

prioritization of failures.  

To assist in the analysis, information such as 

performance standards, equipment availability, repair cost, 

loss profile, environmental and safety risk assessment, 

failure history, reference documentation, and the 

operational context can be collected. 

FMEA can be used to: 

- Anticipate product defects or equipment failures, 

rather than detect and correct after the occurrence, thus 

having cost and/or operational risk reduction; 

- Assist in the selection of design alternatives for 

assurance of function; 

- Identify the modes and effects of human error; 

- Provide basis for test planning and maintenance of 

physical systems; 

- Improve design; 

- Provide information for analysis techniques such as 

fault tree analysis; 

- Establish benchmarks for similar equipment or 

systems; 

- Improve or standardize the knowledge of the entire 

team regarding important aspects of quality and reliability 

of the process or product. 

2.2 Continuous Casting Machine  

According to [19], since the 1960s, the continuous 

casting casting of steel with liquid steel in a single device 

is the most important technological advancement in 

metallurgical processes, because it could replace 

traditional castings performed through ingot moulds, 

which is very important.  

According to [18], the conventional process is 

considered disadvantageous due to its elevating cost, 

because, it requires additional equipment such as furnaces, 

roughing, rippers, ingot maintenance, intermediate 

transportation (overhead cranes, etc.) to obtain steel sheets.  

According to [19], continuous casting eliminates the 

cost of the aforementioned equipment, reducing time and 

cost and improving steel quality. The importance of 

solidification in the metallurgical process of continuous 

ingot treatment, such as crystal structure, distribution of 

non-metallic inclusions, micro and macro segregation, and 

mechanical properties, is closely related to the steel 

solidification phenomena. 

According to [19], the main function of continuous 

casting is to continuously transform liquid steel into solid. 

This is the most effective way to solidify large amounts of 

metal in a simpler form for subsequent rolling [20]. 

According to [19], as early as 1856, Henry Bessemer 

proposed a method of continuous solidification, but it was 

not until the 1930s and 1940s that continuous casting 

became a common method of producing nonferrous metals 

and then became a common method of producing steel in 

the 1960s. Compared with non-ferrous steel, the lower 

thermal conductivity of steel and the high temperature of 

casting lead to some problems in steel foundries. 

[19], goes on to inform that in the mid-1980s, 

continuous casting increased significantly, surpassing the 

conventional ingot solidification route, and became the 

main method used in steel production. Currently, a large 

volume of the world's steel with its most diverse chemical 

composition and shape, uses continuous casting as its 

solidification method. 

According to [21], the continuous casting process aims 

to solidify the liquid steel that comes from the secondary 

refining. The ladle, besides having the function of 

adjusting the chemical composition of the steel, transports 

it to the distributor, which in turn has as one of its 

functions to feed the mold continuously. 

 

Fig. 6: Continuous casting machine 

Source: [22] 
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The cooling of the steel begins in the copper mold, 

which in turn is water-cooled. Thus a solidified shell is 

formed that must have a minimum thickness to withstand 

the ferrostatic pressure. The mold must oscillate in a way 

that prevents the steel from sticking to the mold wall. To 

reduce the friction between the mold wall and the 

solidified shell, lubricating oil or flux powder is added. 

The solidified shell is extracted by the extraction machine 

in conjunction with the rollers and guides that are located 

after the mold at a rate equal to the casting speed.  

At the exit of the mold begins the region of showers 

(sprays), responsible for the greatest removal of latent 

heat from the ingot by heat transfer by radiation, 

conduction in the cooled rollers and evaporation of water 

from the sprays that bathes the surface of the billet. 

Spraying on the surface of the billet can be with air 

and water or water only. With air and water you get a 

more uniform application due to the smaller droplet size 

compared to a water-only spray.  

In secondary cooling, the spray zones do not have the 

same length and, furthermore, the number of zones varies 

from steel mill to steel mill. It is worth mentioning that 

one of the internal problems arising from secondary 

cooling is the midway crack that originates due to too 

high reheating between the spray zones, as will be seen 

later.  

The last stage of the continuous casting process takes 

place in the free radiation region. In this phase the ingot is 

cooled only by natural convection and by heat radiation 

from the ingot surface to the external environment, while 

the solidification of all existing liquid up to the oxyfuel 

area takes place. 

 

III. METHODOLOGICAL PROCEDURES 

3.1 Scenario 

The company under study is a multinational steel 

company that operates in the field of special alloyed 

steels for the mechanical construction industry, mainly for 

auto parts. It has units in this segment in the states of São 

Paulo and Rio Grande do Sul. In the unit under study, this 

company is composed of three large production areas: 

Steelmaking, Rolling Mills and Mechanical 

Transformation. This study will address the risks of the 

Continuous Casting machine, which is part of the Steel 

Making process.  

As more than 60% of the production of liquid steel 

produced in the Steel Making Plant goes through the 

Continuous Casting, we chose to work on the risks 

involved in this machine. 

3.2 Equipment studied 

Continuous Casting is the process by which the liquid 

metal is solidified into a semi-finished product in the 

form of billet, block or slab. In the case of the machine 

studied, the billets are square billets of 185 unidade de 

medida linear milimetros – mm and 155mm. The machine 

has 6 shafts where the billets are formed and cut to the 

length required by the customer. 

The process is through an oscillating mold, where the 

mold oscillates up and down with variable speed, 

allowing a continuous extraction of the shaft with very 

low friction with the side walls of the mold. 

3.3 Method 

The application of any risk analysis method should be 

done considering the strategic planning of the mill and the 

area. 

Resources for risk assessment should be prioritized for 

the most critical areas. The area leadership should 

accompany and support the teams involved in the 

analysis, in order to guarantee that all information, 

conditions and resources are available in a timely manner, 

according to the steps described in Fig. 7: 

 

 

Identificaç
ão

Análise Avaliação
Tratament

o
Monitora-

mento

 

Fig. 7: Operational risk management flow 

Source: Authors (2021) 

The identification step is a process of search, 

recognition and detailed identification of risks for this 

study, as previously described, the rotating tower was 

selected, a subset of the continuous casting machine 
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which for better understanding can be seen below in Fig. 

8. 

 

  Fig. 8: Representation of a continuous casting tower 

Source: [22] 

 

The rotating tower receives the liquid steel pan, 

released by the electric oven, sustaining it on the 

distributor. The empty pan is released to the preparation 

area through a 180º rotation, allowing the quick change of 

pans and continuing the process. 

3.3.1 Evaluation 

With the data calculated and the analyses performed, 

the risks are prioritized through the classification in the 

5x5 Matrix in Fig. 2 that relates Impact and Likelihood. 

First the classification of the Impact is made, considering 

the value calculated EBITDA – Earn Before Income, 

Taxation, Depreciation and Amortization of the plant. 

After the impact evaluation, the probability of each 

risk is evaluated based on the parameters in Fig. 4. This 

evaluation is qualitative and based on the 'know how' of 

the work team. Hence the importance of the involvement 

of a multidisciplinary and experienced team. After the 

classification and prioritization of the risks, they will be 

studied more deeply and facts and data will be included to 

support the determination of impact and probability 

defined in this step. 

In possession of this information, the risks are 

positioned in the 5x5 Matrix in Fig. 2, to obtain the risk 

grade, and from the classification obtained, the risks are 

named according to the grade indicated in Fig. 3. 

In this way the identified, analyzed, and evaluated 

risks were prioritized and one can move on to the next 

step of risk treatment. 

The risks classified as Grade - GR1 belong to the 

Plant Executive Manager, are considered unacceptable, 

and there should be an action plan with routine checks to 

verify and bring the risk within acceptable standards. 

The risks classified as Grade - GR2 are owned by the 

maintenance manager of the area where the risk is located 

and are considered unacceptable, but under control, there 

must be a monitoring of actions to ensure that this risk 

does not increase and an action plan to bring it to 

acceptable standards. 

The other risks are owned by the area maintenance 

coordinator and are considered acceptable, but all their 

controls and mitigation actions are monitored by the area 

manager. 

3.3.2 Risk Treatment 

In this stage the controls will be defined in order to 

prioritize their implementation. The controls that already 

exist are also identified, and if they have monitoring of 

their execution, to ensure that the risk mitigation happens. 

The respective controls must be defined with the 

objective of modifying the risks, always seeking to place 

the risk within the acceptance level. 

The implementation of actions to treat risks is not 

necessarily unique or appropriate for all circumstances. 

Options for addressing risks may involve one or more of 

the following approaches: 

- Avoid the risk (decision not to initiate the activity 

that gives rise to the risk); 

- Remove the source of risk; 

- Change the likelihood; 

- Change the consequences; 

- Share the risk (e.g. through contracts, purchase of 

insurance); 

- Retain the risk by reasoned decision. 

Controls for a given set of risks will generally be 

broken down into procedures and practices of a technical 

or managerial nature, and may fall into the following 

categories: 

- Operations Management: operational procedures, 

best practices related to how to operate processes; 

- Maintenance Management: policies and plans related 

to asset integrity maintenance (e.g. preventive and 

predictive maintenance plans; inspections and tests; 

reliability programs; failure analysis, etc.); 

- People Management: training of professionals in 

positions considered critical in relation to risks related to 

operations; 
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- Change Management: processes for the management 

of permanent and temporary changes necessary for the 

continuity and improvement of operations; 

- Emergency Management: set of procedures related 

to risk scenarios foreseen in the process of Identification, 

Analysis and Evaluation of Risks;  

- Investment Management: risk management process 

for new installations as well as their impacts on existing 

processes. 

3.3.3 Monitoring 

Monitoring has the objective of verification, 

supervision, critical observation or identification of the 

situation, performed continuously, in order to identify 

changes in the level of performance required or expected.  

All actions, existing controls are imputed in a system 

(Power BI or Risk Management Software), so that they 

are monitored and known to all levels of the organization. 

Check meetings are held so that the process is always 

under control and evolving. 

The risks are re-evaluated with frequency according to 

the Risk Grade. Those classified as GR1 are reassessed 

annually, GR2 every two years, and the others every five 

years. 

The monitoring of the risk management process uses 

the following indicators: 

- Amount of GR1 risks mitigated; 

- % of overdue actions; 

- % of Reassessment delayed. 

 

IV. RESULTS 

4.1 Risk Identification 

The what if step resulted in the following Fig. 9: 

 

Fig. 9: 'Checklist' filling 'What if' 

Source: Authors (2021) 

To evaluate the impact, the average production 

capacity of the continuous casting was considered as 76 

tons per hour (t/h) and the gross margin as 550 reais per 

ton (R$/t). The items that would be necessary to 

recompose the function of each equipment were also 

budgeted with the suppliers. The values for each risk are 

shown in Fig. 10: 
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Fig. 10: What if checklist with financial impact 

Source: Authors (2021) 

 

4.2 Risk classification 

For the impact evaluation the EBITDA was 

considered to be R$15,500,000.00, thus positioning the 

risks in the impact table of Fig. 11 was as follows: 

 

 

Fig. 11: Criteria for risk impact analysis 

Source: Authors (2021) 
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The second criterion related to the EBITDA 

percentage was considered, as it would be the most 

critical case. After the impact evaluation, the probability 

of each risk was evaluated, positioning them according to 

Fig. 12. 

 

Fig. 12:  Criteria for probability analysis 

Source: Authors (2021) 

 

We then have the following condition for each 

assessed risk: 

- Risk 1 - Catastrophic impact and high probability; 

- Risk 2 - Catastrophic impact and medium 

probability; 

- Risk 3 - Serious impact and medium probability; 

- Risk 4 - Catastrophic impact and low probability; 

- Risk 5 - Soft impact and low probability; 

- Risk 6 - Soft impact and low probability. 

With this information, the risks are positioned in the 

5x5 Matrix in Fig. 13, to obtain the degree of risk. 

 

Fig. 13: Positioning of risks in the impact x Likelihood matrix 

Source: Authors (2021) 

 

From the positioning of the risks in Fig. 13 and the 

relationship in Fig. 3 we have the following result. The 

turntable has two Grade 1 risks (GR1), one Grade 2 risk 

(GR2), one Grade 3 risk (GR3) and two Grade 4 risks 

(GR4). 

4.3 Existing controls and mitigation/elimination 

actions 

For this step, the highest risk was prioritized in order 

to detail the actions that are implemented for this risk. 

Thus, Fig. 14 shows the existing controls for the risk 

"What if the tower's slewing bearing reducer fails". 
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Fig. 14: Existing Controls 

Source: Authors (2021) 

 

In Fig. 15, it is possible to observe the maintenance 

policies established to mitigate the risk, but they do not 

guarantee that the failure will occur again, they are not 

considered robust controls because they depend on human 

action for execution. 

Therefore, the risk remained classified as high 

probability. 

The recommendations for this risk are also listed, as 

can be seen in the 'what if' in Fig. 9, actions that still need 

to be taken, either to mitigate or eliminate the risk.  

 

Fig. 15: Risk mitigation and/or elimination actions 

Source: Authors (2021) 

For the case evaluated, performing the action of 

acquiring a spare part will bring the risk to acceptable 

parameters. Reassessing the financial impact of this risk 

in Fig. 11, the impact would be classified as moderate and 

the probability would remain high: 
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Fig. 16: Reassessment of risk 

Source: Authors (2021) 

 

The risk would be classified as a GR3 according to 

Fig. 3 and considered acceptable by the organization, with 

the controls shown in Fig. 15 being maintained and the 

scheduled exchanges being performed as shown in Fig. 

16. 

4. 4 Communication and Documentation 

In possession of all the necessary information, the 

specialist in the area prepares a One Page that contains all 

the information for decision making by the company's top 

management, whether it is the purchase of the necessary 

item, or to assume living with the risk and thus ensure 

that the controls are executed so that it does not occur 

during the period.  

The One Pages are presented to the managers, 

involving all interested parties in the dialogue about the 

general Risk situation and the measures taken by those 

responsible. Its objective is to know and validate all the 

stages of the risk management process.  

For the risk studied, as an example in this work, we 

have in Fig. 17 the 'One Page' with the main information, 

which will also have a detailed study based on facts and 

data to ensure the credibility of the values and 

information presented. 

  

Fig. 17: One Page 

Source: Authors (2021) 

The 'One Page' shown in Fig. 17 becomes the cover 

page of this study that will help the specialist in the 

presentation to answer questions from top management. 

All the risks are archived, forming a book used for the 

preparation of the company's strategic planning, budgets, 

and investment plans. 
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V. CONCLUSION 

The present work had as a proposal to present a 

systematic of identification, analysis and evaluation of the 

risks of a company, in order to inform the top management 

in a simple and objective way, about the operational risks 

contained and that are under their responsibility, showing 

the controls that are within the possibilities of the area to 

perform and informing the financial needs or proposing 

solutions to mitigate or eliminate these risks. The exposed 

objectives were validated and achieved. 

For a manager it is complex to know and manage all 

the operational risks that the organization has. Without 

their knowledge, there is no possibility of creating or 

evaluating controls that can prevent the occurrence of 

disasters or unwanted events. For this reason, this work 

will serve as a guide for professionals to use in the most 

diverse equipment. 

The work could have covered a larger and diverse 

amount of equipment, which would have brought a greater 

confirmation of its applicability.  

For future studies, it is suggested to evaluate the other 

dimensions considered in the impact matrix, thus having a 

comprehensive portfolio, which will provide subsidies for 

the control of all the organization's processes. The use of 

other methods for more complex risks and also the use of 

machine learning software that can help both in the 

automation of the classification matrix and in the 

estimation of probability. 
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