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   Abstract—As of late, with the quick improvement and 

usage of remote medicinal sensors, electronic social insurance 

has increased expanding prevalence. Screen and record some 

imperative parameters of patients are of significance to know 

the patient's wellbeing condition. Be that as it may, pernicious 

assaults happen infrequently, which may cause the patient-

related information being spilled or adjusted. Wireless Sensor 

Networks (WSN) is a developing innovation that can possibly 

change the method for human life. Social insurance 

applications are viewed as promising fields for Wireless 

Medical Sensor Network, where patient's wellbeing can be 

checked utilizing Medical Sensors. Wireless Medical Sensor 

Networks (WMSNs) are the key empowering innovation in 

social insurance applications that permits the information of a 

patient's indispensable body parameters to be gathered by 

wearable biosensors. Ebb and flow WMSN social insurance 

inquire about patterns concentrate on patient dependable 

correspondence, understanding versatility and vitality 

productive directing. Security and Privacy assurance of the 

gathered information is a noteworthy unsolved issue. To 

defeat these issues, symmetric calculations and quality based 

encryptions strategies are embraced, which secures the 

information transmission and get to control framework for 

MSNs. Our point is to impel discourse on these basic issues 

since the achievement of medicinal services application 

depends specifically on patient security and protection, for 

ethic and also lawful reasons. What's more, we examine the 

issues with existing security instruments, and outline out the 

essential security prerequisites for such applications. This 

venture audits existing plans that have been as of late 

proposed to give security arrangements in remote human 

services situations. The framework propose a down to earth 

way to deal with keep within assault by utilizing different 

information servers to store persistent information. 

 

INDEX TERMS—Wireless medical sensor network, patient 

data privacy, Paillier encryption 
 

 

 

I. INTRODUCTION 

 Driven by innovation propels in low-control arranged 

frameworks and restorative sensors, we have seen as of late 

the development of wireless sensor systems (WSNs) in human 

services. These WSNs convey the guarantee of definitely 

enhancing and growing the nature of care over a wide 

assortment of settings and for various fragments of the 

populace. For instance, early framework models have shown 

the capability of WSNs to empower early discovery of clinical 

crumbling through continuous patient observing in healing 

facilities upgrade people on call's capacity to give crisis mind 

in huge catastrophes through programmed electronic triage, 

enhance the life nature of the elderly through brilliant 

situations, and empower huge scale field investigations of 

human conduct and ceaseless illnesses. In the meantime, 

meeting the capability of WSNs in human services requires 

tending to a huge number of specialized difficulties. These 

difficulties reach well beyond the asset restrictions that all 

WSNs confront as far as constrained system limit, preparing 

and memory requirements, and in addition rare vitality saves. 

In particular, not at all like applications in different spaces, 

social insurance applications force stringent prerequisites on 

framework unwavering quality, nature of administration, and 

especially protection and security.  

Wireless sensor systems (WSNs) are a rising 

innovation in existing exploration and can possibly change the 

method for human life (i.e., make life more agreeable). A 

remote sensor is the littlest unit of a system that has one of a 

kind elements, for example, it bolsters huge scale 

arrangement, versatility, unwavering quality, and so on. WSNs 
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are not constrained to science and designing, but rather they 

are additionally incorporated into other mainstream 

applications, for example, the military, water checking, 

framework observing, government security approach, natural 

surroundings checking, condition observing, and tremor 

checking, are couple of cases. A sensor organize comprises of 

a discrete gathering of free hubs with minimal effort, low 

power, less memory, and restricted computational power that 

convey remotely over constrained frequencies at low transfer 

speed. The fundamental objectives of WSNs are to convey 

various sensor gadgets over an unattended region, and gather 

the ecological information and transmit it to the base station or 

remote area. Afterward, the crude information is handled on 

the web or disconnected for definite investigation at the 

remote server as indicated by the application prerequisites. 

Lately, wireless sensor systems (WSNs) have drawn 

significant consideration from the exploration group on issues 

running from hypothetical research to useful applications. 

Extraordinary qualities of WSNs, for example, asset 

imperatives on vitality and computational power, have been all 

around characterized and broadly considered. What has gotten 

less consideration, be that as it may, is the basic protection 

worry on data being gathered, transmitted, and broke down in 

a WSN. Such private data of concern may incorporate payload 

information gathered by sensors and transmitted through the 

system to a concentrated information handling server. For 

instance, a patient's circulatory strain, sugar level and other 

crucial signs are ordinarily of basic protection concern when 

checked by a medicinal WSN which transmits the information 

to a remote clinic or specialist's office.  

Protection concerns may likewise emerge past 

information content and may concentrate on setting data, for 

example, the area of a sensor starting information 

correspondence. Take note of that a ready correspondence 

beginning from a patient's heart screen in the therapeutic WSN 

is sufficient for a foe to induce that the patient experiences 

heart issue. Compelling countermeasure against the revelation 

of both information and setting focused private data is a basic 

essential for the wide utilization of WSNs to certifiable 

applications. Security assurance has been broadly examined in 

different fields identified with WSN, for example, wired and 

remote systems administration, databases and information 

mining. The current advances in Wireless Sensor Networks 

have offered ascend to numerous application ranges in 

medicinal services. It has delivered new field of Wireless 

Body Area Networks. Utilizing wearable and non-wearable 

sensor gadgets people can be followed and observed. 

Checking from the human services point of view can be with 

or without the assent of the specific individual. Regardless of 

the possibility that it is with the assent of the individual 

included, certain social issues emerge from this kind of use 

situation. The issues can be protection, security, lawful and 

other related issues.  

Social insurance sensor systems applications have a 

brilliant future and it is an absolute necessity to take up these 

issues at the most punctual. The issues ought to be precisely 

contemplated and comprehended or else they can posture 

significant issues. In this paper we attempt to raise and 

examine these issues and discover a few responses to them. As 

the cost and size of sensor gadgets are diminishing quick, the 

application zones of remote sensor systems have additionally 

extended quickly. The significant application areas are home 

and office, control and robotization, coordinations and 

transportation, ecological checking, social insurance, security 

and observation, tourism and recreation, instruction and 

preparing and excitement. Commonplace conceivable 

application situations may incorporate carefully prepared 

homes, producing process checking, vehicle following and 

discovery, and observing stock control. Remote sensor gadgets 

that can be utilized to effectively screen human exercises have 

accumulated incredible research enthusiasm for late years. 

Request of wearable remote gadgets has been on the ascent as 

of late. Another idea of 'individuals driven' and "urban" 

remote sensor organizing has been a hot research range. 

Utilizations of remote sensor systems concentrated on 

observing the wellbeing status of patients have been sought 

after and different ventures are in the improvement and 

execution stages. A straightforward sensor organizes in 

medicinal services application situation is appeared. Sensor 

systems are being investigated and sent in extensive variety of 

utilizations in social insurance. 

II. RELATED WORK 

 We present MobiCare — a remote patient checking 

framework that endeavors the current advances in clinical 

sensor/actuator frameworks and wide-region remote 

correspondence systems to give better social insurance 

benefits in an extensive variety of situations. MobiCare 

comprises of three critical building obstructs: a body sensor 

arrange (BSN) comprising of wearable sensors and actuators 

with remote between associations; a BSN Manager (likewise 

called MobiCare customer) that associates the BSN to a 

'dependably on' wide-range correspondence interface utilizing 

wide-region cell remote connection; and back-end foundation 

bolster (MobiCare servers) at human services suppliers to 

https://dx.doi.org/10.22161/ijaers/nctet.2017.5
http://www.ijaers.com/


Trends in Engineering and Technology (NCTET-2K17) 

International Journal of Advanced Engineering Research and Science (IJAERS)                                                                       Special Issue-3 

https://dx.doi.org/10.22161/ijaers/nctet.2017.5                                                                                      ISSN: 2349-6495(P) | 2456-1908(O) 

www.ijaers.com                                                                                                                                                                              Page |19 
  

 

execute fundamental social insurance functionalities. 

MobiCare empowers an extensive variety of programmable 

and reconfigurable administrations with proficient remote 

observing for versatile patient care. Some of these 

administrations incorporate wellbeing related administrations 

in medicinal gadgets and sensors to be remotely introduced, 

self-actuate, reconfigure or even self-repair with new 

wellbeing administrations as well as applications, secure and 

solid remote dynamic programming overhauls or updates 

administrations connected to the local code of the clinical 

gadget, and, remote enlistment and (re)configuration of body 

sensors and also remote wellbeing information 

administrations, for example, tolerant wellbeing report 

downloads and finding information transfers with supplier 

servers. Altogether these administrations in MobiCare address 

a scope of patient therapeutic checking needs by quickening 

organization of new wellbeing related administrations, 

therefore lessening medicinal expenses and enhancing the 

nature of patient care. We have actualized an underlying 

verification of-idea model of a MobiCare customer and we 

show its possibility in a test remote proving ground 

comprising of short-range Bluetooth and GPRS/UMTS cell 

arrange framework. We trust that MobiCare is a possible and 

valuable framework worldview for the cutting edge human 

services.  

 

Assembling and preparing touchy information is a 

troublesome assignment. Indeed, there is no regular formula 

for building the important data frameworks. In this paper, we 

introduce a provably secure and effective broadly useful 

calculation framework to address this issue. Our answer—

SHAREMIND—is a virtual machine for protection 

safeguarding information preparing that depends on offer 

figuring methods. This is a standard path for safely assessing 

capacities in a multi-party calculation condition. The oddity of 

our answer is in the decision of the mystery sharing plan and 

the outline of the convention suite. We have settled on 

numerous handy choices to make huge scale share registering 

attainable by and by. The conventions of SHAREMIND are 

data hypothetically secure in the genuine yet inquisitive model 

with three figuring members. In spite of the fact that the legit 

yet inquisitive model does not endure vindictive members, 

regardless it gives altogether expanded security safeguarding 

when contrasted with standard incorporated databases.  

 

In late year, the expanding number of wearable sensors on 

human can fill for some needs like crisis care, medicinal 

services remote checking, individual diversion and 

correspondence and so forth. The human services application 

is utilized for 24 hours steady observing without aggravating 

everyday exercises. The WBAN empowers the restorative 

applications to be created utilizing electronic gadgets and 

sensors. The WBAN is made by wearing little sensors on the 

human body. In this paper we propose a minimal effort and 

excellent electro cardiography and indicative framework for 

medicinal services applications . A noteworthy issue is the 

manner by which to safeguard security and protection of 

patient's therapeutic medicinal services data over remote 

correspondence. The vitality utilization and information 

security are as yet significant difficulties in social insurance 

applications. This paper in view of light weight security 

calculation. Skipjack is the mystery key encryption 

calculations which give the protected correspondence between 

sensor hub and portable hub. The proposed calculation ensure 

the patient information against listening stealthily assault. 

III. EXISTING SYSTEM  

 Wireless medicinal sensor arranges absolutely 

enhance patient's nature of-care without exasperating 

their solace. Regular security dangers to social 

insurance applications with WSNs can be as per the 

following.  

 Listening stealthily is a security danger to the patient 

information protection. A meddler, having an intense 

collector recieving wire, might have the capacity to 

catch the patient information from the therapeutic 

sensors and in this way knows the patient's wellbeing 

condition.  

 Pantomime is a security risk to the patient 

information realness. In a home care application, an 

aggressor may imitate a remote depend point while 

understanding information is transmitting to the 

remote area.  

 This may prompt false cautions to remote 

destinations and a crisis group could begin a 

safeguard operation for a non-existent individual. 

This can even invalidate the point of remote 

medicinal services. Alteration is a security risk to the 

patient information honesty. 

 Disadvantages: 

 It is inefficient and not directly applicable to the 

wireless medical sensor networks. 
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 The sensors have limited computation and 

communication capabilities. 

 This may lead to false alarms to remote sites and an 

emergency team could start a rescue operation for a 

non-existent person.  

 

IV. PROPOSED SYSTEM 

We additionally enhance the security of the 

arrangement given by Yi et al. Like, we accept that the remote 

therapeutic sensor system is made out of some medicinal 

sensors, three information servers, and a few clients. Every 

sensor sends the patient information to the three information 

server in an indistinguishable path from. Not at all like, the 

three information servers prepare the questions, for example, 

factual investigation on the patient information, from the 

clients on the premise of the Paillier and ElGamal 

cryptosystems rather than the Share mind framework. The 

patient information security can be protected the length of no 

less than one of three information servers is not bargained. 

Regardless of the possibility that two information servers are 

traded off however one information server is not bargained, 

our answer is as yet secure. 

 

 

 

Advantages: 

• This design is suitable for wireless sensor networks 

where area is particularly important since it 

determines the cost of the sensors. 

• It can be used to provide security while transmitting 

the sensed data and access control policies are 

adopted by attribute based signature technique.  

• The privacy and integrity of data can be perceived 

during the transmission in wireless environment 

V. PRIVACY-PRESERVING 

WIRELESS MEDICAL SENSOR 

NETWORK 

Our Model 

 
 

 

 

Like the vast majority of medicinal services applications with 

remote restorative sensor organize, our engineering has four 

frameworks as takes after.  

_ A remote restorative sensor organize which detects the 

patient's body and transmits the patient information to a 

patient database framework;  

_ A patient database framework which stores the patient 

information from therapeutic sensors and gives questioning 

administrations to clients (e.g., doctors and restorative 

experts);  

_ A patient information get to control framework which is 

utilized by the client (e.g., doctor) to get to the patient 

information and screen the patient;  

_ A patient information investigation framework which is 

utilized by the client (e.g., restorative analyst) to inquiry the 

patient database framework and break down the patient 

information factually.  

There might be a middleware between the remote 

therapeutic sensor organize and the patient database 

framework. Assuming this is the case, the part of the 

middleware is basically sending the scrambled patient 

information to the database framework.  

In our model, the patient database framework is made 

out of numerous database servers. We accept that all 

information servers are semi-genuine, frequently called "fair 

however inquisitive". That is, all information servers run our 
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convention precisely as indicated, however may attempt to 

learn however much as could reasonably be expected about 

the patient information from their perspectives of the 

convention. What's more, we accept  

 

that no less than one information server is not traded off by 

assailants. For straightforwardness, we accept that the quantity 

of information servers is three. Truth be told, it can be any 

number more than three. The engineering of our model with 

three information servers can be appeared in Fig1.  

The security necessities for our model include:  

Data accumulation security: In the remote medicinal sensor 

arrange, every therapeutic sensor can safely send the patient 

information to the dispersed database framework.  

Data store security: In the dispersed patient database 

framework, the patient information can't be uncovered 

regardless of the possibility that two of three information 

servers are traded off by within aggressors.  

Data get to security: In the patient get to control framework, 

just the approved client can access the patient information. 

The patient information can't be uncovered to any information 

server amid the get to.  

Data investigation security: In the patient information 

examination framework, the approved client can get the 

measurable examination comes about as it were. The patient 

information can't be unveiled to any information server and 

even to the client amid the measurable investigation.  

Our model considers two sorts of assaults, the outside 

assault and within assault. The outside aggressor does not 

know any mystery enter in our framework, but rather 

endeavors to take in the patient information from the 

perspectives of our convention, or alter the patient 

information, or imitate a restorative sensor. Within assailant is 

a malignant information server or a coalition of two vindictive 

information servers who know some mystery enters in our 

framework and endeavor to take in the patient information. 

VI. MODULES 

• Data collection security 

• Data store security 

• Data access security 

• Data analysis security 

 

MODULE DESCRIPTION 

Data collection security: 

 In the wireless medical sensor network, each medical 

sensor can securely send the patient data to the distributed. We 

propose a new data collection protocol, where a sensor splits 

the sensitive patient data into three components according to a 

random number generator based on hash function and sends 

them to three servers, respective, via secure channels database 

system. 

Data store security 

 In the distributed patient database system, the patient 

data cannot be revealed even if two of three data servers are 

compromised by the inside attackers. The privacy of the 

patient data in data access, we propose a new data access 

protocol on the basis of the Paillier cryptosystem. 

Data access security: 

 In the patient access control system, only the 

authorized user can get access to the patient data. The patient 

data cannot be disclosed to any data server during the access. 

A patient data access control system which is used by the user) 

to access the patient data and monitor the patient 

 

Data analysis security: 

 In the patient data analysis system, the authorized 

user can get the statistical analysis results only. The patient 

data cannot be disclosed to any data server and even to the 

user during the statistical analysis. A patient data analysis 

system which is used by the user) to query the patient database 

system and analyze the patient data statistically. 

 

 

VII. IMPLEMENTATION AND 

RESULTS 

 

We implemented Medical Sensor Data Protection In Multiple 

Server. 

We perform this method to prevent the inside attacks by using 

multiple data servers to store patient data. Initially, we use 

WampServer to develop the application process in secure 

computing.  
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Fig1:  the home page of  the process 

 

    This home page of process click the enter button. 

 
     Fig2:   data set load form 

            In this data set load form opened and  choose the 

patient data. 

 

 

        Fig 3: the data set load form patient data 

                 Here data set will be arranged in table format and it 

is contains patient details, then click the next button. 

 

 
     Fig 4:  the load data set form 

              Here view the data set details like dataset type 

,number of records found, number of  rows and number of 

columns. 

 

 
       Fig 5: the sending file page 

             Here information splitted into data set and then  

encrypted.The information will be encrypted by using 

ElGamal algorithm.Send the information to server1. And the 

run server 1. 
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Fig 6 : the server1 page 

      Here Click the receive text, the information will be get 

from the data set and then decrypt. The information decrypted 

by using ElGamal algorithm  and  the click store button the 

information will be stored in data server1 and send the 

information to the server2. Run  server2 page.  

 

 
   Fig 7 : the sending file 

             Here click the Get disease button ,in this information 

get the patient diseases information and encrypted. This is the 

final report if patient data. 
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  Fig 8: server2 page 

      In this server2 page, the information will be get from the 

data set and then decrypted . The information will be 

decrypted and data will be stored in server2. 

 

 
  Fig 9 : server3 page 

    Here Click the receive text, the information will be get from 

the data set and then decrypt. The information decrypted by 

using ElGamal algorithm  and  the click store button the 

information will be stored in data server3. Data will be stored 

in different servers. 

 

 
    Fig 10: the user login page 
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       Login details of  patient data  providing  used  id  and 

password . 

 

 

 
   Fig 10:  get information for patient 

            Here  enter the patient  id. 

 

 

 
Fig 12 : patient details 

   Here we will provide patient id then get patient information. 

 

 

 

 

 

 

 

 

 

 

 

VIII. CONCLUSION 

Human services applications are viewed as promising 

fields for WMSNs, where patients can be checked. 

Transmission in remote condition needs wellbeing and 

protection of restorative data.The framework have discovered 

numerous imperative difficulties in executing a safe medicinal 

services checking framework utilizing therapeutic sensors, 

which mirrors the way that if an innovation is sheltered, at that 

point individuals will confide in it. When building up a 

security approach, the limits of assets (memory, processor, and 

power supply) of remote sensor hubs ought to be thought 

about. It is a normal outcome that extra encryption instruments 

to expand security in WSN applications increment the hub 

control utilization sums and the normal end-to-end postpone 

times. Here it is critical to decide the necessities of the 

application extremely well. In a straightforward expansive 

scale or mechanical WSN application, security is not all that  

critical, though control utilization is exceptionally huge. Then 

again, security is exceptionally critical in military and 

medicinal services applications while control utilization can be 

moderately overlooked. It implies that if the new encryption 

calculations and modes showing up in the writing are better 

regarding security, control utilization, memory use, and 

postpone issues, they should have the capacity to be 

coordinated into the created security arrangement specifically. 

It is expected to build up a security arrangement which adjusts 

to each part of the security prerequisites (information 

protection, information respectability, information freshness, 

personality confirmation, and accessibility) of WSN, however 

by considering the possibility of high security and low power 

utilization for every necessity. 
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