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Abstract:  
Cloud computing provides a versatile and convenient method 

for data sharing, that brings numerous benefits for both the 

society and people. However there exists a natural resistance 

for users to directly outsource the shared knowledge to the 

cloud server since the storage usually contains valuable 

information. Thus, it is necessary to put cryptographically 

increased access management on the shared knowledge. 

Identity-based encryption could be a promising cryptographic 

primitive to make a sensible knowledge sharing system. 

However, access management is not static. That is, when some 

user’s authorization is terminated, there ought to be a 

mechanism that may take away him/her from the 

system.Consequently, the revoked user cannot access both the 

previously and subsequently shared knowledge. Finally, we 

tend to propose a notion known as Reversible memory-

identity-based cryptography (RM-IBE), which might give the 

forward /backward security of ciphertext by introducing the 

functionalities of user revocation and ciphertext update at the 

same time. Moreover, we tend to present the implementation 

of RM-IBE, and prove its security within the defined security 

model. The performance comparisons indicate that the 

projected RM-IBE theme has features in terms of practicality 

and potentially, and so is possible for a practical and cost-

efficient data-sharing system. Finally, we offer the 

Implementation results of the projected theme to demonstrate 

its practicability. 
Index Terms—Cloud computing, data sharing, revocation, 

Identity-based encryption, ciphertext update, decryption key 
exposure 
 
1 INTRODUCTION 

CLOUD computing is a paradigm that offers massive 

computation potential and massive reminiscence space at a 
low cost [1]. It allows users to get meant services no matter 

time and region throughout a couple of structures (e.g., cell 
gadgets, private computer systems), and thus brings high-

quality convenience to cloud users. among numerous services 

provided by cloud computing, cloud garage provider, which 
include Apple’s iCloud [2], Microsoft’s Azure [3] and 

Amazon’s S3 [4], can provide a greater bendy and smooth 

manner to proportion information over the internet, which 
affords various advantages for our society [5], [6]. but, it 

additionally suffers from several safety threats, that are the 
number one concerns of cloud users [7]. firstly, outsourcing 

information to cloud server implies that records is out manage 

of customers. this can purpose customers’ hesitation because 

the outsourced records typically contain precious and touchy 
statistics. Secondly, records sharing is often applied in an open 

and antagonistic environment, and cloud server would turn out 

to be a goal of attacks. Even worse, cloud server itself can also 
display customers’ statistics for unlawful earnings. 

 

Thirdly, records sharing isn't static. this is, when a person’s 
authorization gets expired, he/she should not possess the 

privilege of accessing the formerly and eventually shared 
records. therefore, whilst outsourcing records to cloud server, 

customers also want to govern get right of entry to to those 

facts such that handiest the ones presently authorized 
customers can share the outsourced data. A natural answer to 

conquer the aforementioned trouble is to use cryptographically 

enforced get right of entry to control which include identity-
primarily based encryption (IBE). moreover, to triumph over 

the above safety threats, such type of identity-based access 
control positioned at the shared information need to meet the 

subsequent security desires: 

 
• information confidentiality: Unauthorized customers ought 

to be avoided from gaining access to the plaintext of the 

shared records saved inside the cloud server. in addition, the 
cloud server, which is meant to be sincere however curious, 

must also be deterred from understanding plaintext of the 

shared facts. 
 

• Backward secrecy: Backward secrecy manner that, while a 
person’s authorization is expired, or a consumer’s secret key's 

compromised, he/she must be averted from having access to 

the plaintext of the subsequently shared data that are still 
encrypted under his/her identity. 
 
• Forward secrecy: Forward secrecy means that, when a 

user’s authority is expired, or a user’s secret key is 

compromised, he/she should be prevented from accessing the 

plaintext of the shared data that can be previously accessed by 

him/her. 
 
The specific problem addressed in this paper is how to 

construct a fundamental identity-based cryptographical tool to 

achieve the above security goals. We also note that there exist 

other security issues that are equally important for a practical 

system of data sharing, such as the authenticity and 
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availability of the shared data [8], [9], [10], [11], [12]. But the 

research on these issues is beyond the scope of this paper. 
 
RELATED work 
 
1.2.1 Reversible identity-based encryption 
 
The concept of identity-based encryption was introduced by 

Shamir [13], and conveniently instantiated by Boneh and 

Franklin [14]. IBE eliminates the need for providing a public 

key infrastructure (PKI). Regardless of the setting of IBE or 

PKI, there must be an approach to revoke users from the 

system when necessary, e.g., the authority of some user is 

expired or the secret key of some user is disclosed. In the 

traditional PKI setting, the problem of revocation has been 

well studied [15], [16], [17], [18], [19], and several techniques 

are widely approved, such as certificate revocation list or 

appending validity periods to certificates. However, there are 

only a few studies on revocation in the setting of IBE. Boneh 

and Franklin [14] first proposed a natural revocation way for 

IBE. They appended the current time period to the ciphertext, 

and non-revoked users periodically received private keys for 

each time period from the key authority. Unfortunately, such a 

solution is not scalable, since it requires the key authority to 

perform linear work in the number of non-revoked users. In 

addition, a secure channel is essential for the key authority and 

non-revoked users to transmit new keys. To conquer this 

problem, Boldyreva, Goyal and Kumar [20] introduced a 

novel approach to achieve efficient revocation. They used a 

binary tree to manage identity such that their RIBE scheme 

reduces the complexity of key revocation to logarithmic 

(instead of linear) in the maximum number of system users. 

However, this scheme only achieves selective security. 

Subsequently, by using the aforementioned revocation 

technique, Libert and Vergnaud [21] proposed an adaptively 

secure RIBE scheme based 

on a variant of Water’s IBE scheme [22], Chen et al. [23] 

constructed a RIBE scheme from lattices. Recently, Seo and 

Emura [24] proposed an efficient RIBE scheme resistant to a 

realistic threat called decryption key exposure, whichmeans 

that the disclosure of decryption key for current time period 

has no effect on the security of decryption keys for other time 

periods. Inspired by the above work and [25], Liang et al. [26] 

introduced a cloud-based Reversible identity-based proxy re-

encryption that supports user revocation and ciphertext update. 

To reduce the complexity of revocation, they utilized a 

broadcast encryption scheme [27] to encrypt the ciphertext of 

the update key, which is independent of users, such that only 

non-revoked users can decrypt the update key. However, this 

kind of revocation method cannot resist the collusion of 

revoked users and malicious non-revoked users as malicious 

non revoked users can share the update key with those 

revoked users. Furthermore, to update the ciphertext, the key 

authority in their scheme needs to maintain a table for each 

user to produce the re-encryption key for each time period, 

which significantly increases the key authority’s workload 

 

3. PROPOSED gadget: 
 
inside the proposed device, we used a concept called 

Reversible-garage identification-based totally encryption 

(RSIBE) for building a value-powerful statistics sharing 

machine that fulfills the three protection dreams. The safety 

dreams are: facts confidentiality: Unauthorized customers 

should be prevented from accessing the plaintext of the shared 

statistics stored in the cloud server. further, the cloud server, 

which is meant to be honest but curious, need to moreover be 

deterred from knowing plaintext of the shared information. 

 

Backward secrecy: Backward secrecy says that, when a 

client’s authorization is expired, or a user’s thriller key's 

compromised, he/she must be prevented from getting access to 

the plaintext of the sooner or later shared information which 

might be however encrypted underneath his/her identity. 

 

forward secrecy: forward secrecy means that, while a 

customer’s authority is expired, or someone’s secret secret is 

compromised, he/she have to be averted from gaining access 

to the plaintext of the shared information that may be formerly 

accessed by means of using him/her. The proposed gadget 

attains the following traits:  

PRELIMINARIES:  
1. DECISIONAL ℓ-BDHE ASSUMPTION:  
The decisional ℓ-BDHE problem is formalized as follows. 
Choose a group G1with prime order p according to the 
security parameter λ...Select a generator g of G1 and a, s<- R 
ZP and let fi=g ai...T Provide the vector f= (g, gs, f1... fℓ, 
fℓ+2... f2ℓ) and an element D∈ G2 to a probabilistic 
polynomial-time (PPT) algorithm C, it outputs 0 to indicate 
that D = e(gs, gaℓ+1 ), and outputs 1 to indicate that D is a 
random element from G2. 
2. KUNODES ALGORITHM:  
By using this algorithm only non-revoked user at a time 
period are able to decrypt the cipher text. INPUT: Binary tree 
revocation list, Time period 
 
OUTPUT: outputs the smallest subset Y of nodes of BT such 
that Y contains an ancestor for each node that is not revoked 
before the time period t.  
STEPS:  
1. Data owner upload the file in cloud with validity time 
2. Data user access the data. 
 
2.1. if the user tries to access the data within a specified time 
only he is able to access the data 
 
2.2. Otherwise data owner need to update the key. 
 
2.3. Data owner update the key used by the user.  
3. Then he will update the cipher text. This will provide 
both forward and backward security to the data stored in a 
cloud. 
 

 

4. PERFORMANCE DISCUSSIONS 
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In this section, we discuss the performance of the proposed 
RS-IBE scheme by comparing it with previous works in terms 

of communication and storage cost, time complexity and 

functionalities, these schemes all utilize binary data structure 
to achieve revocation. Furthermore, by delegating the 

generation of re-encryption key to the key authority, the 
cipher text size of this system also achieves constant. At this 

end, the key authority has to maintain a data table for each 

user to store the user’s secret key for all time periods. 

 
 

Implementation  
to show the sensible applicability of the proposed RSIBE 

scheme, we similarly put into effect it the use of codes from 

the Pairing-primarily based Cryptography library model 

0.5.14 [39]. particularly, we use the symmetric first-rate 

singular curve y2 = x3 + x, in which the base subject size is 

512-bit and the embedding degree is 2. The implementation is 

taken on a Linux-like gadget (Win7 + MinGW) with an 

Intel(R) center(TM) i5 CPU (650@three.20GHz) and four.00 

GB RAM. within the implementation, we set the variety of 

users to be N = 8 and the revoked makes use of to be R = 4 

(the nodes η2, ηthree, ηfour, η7 in are revoked). we gift the 

walking time of the basic algorithms, i.e., PKGen, KeyUpdate, 

DKGen, Encrypt, CTUpdate and Decrypt, for different 

preference of the overall quantity of time periods T 

 

∈ 24, 26, 28, 210, 212, 214, 216, 218. To generate the 

experimental consequences, we perform as the following 

method: generate the private key and encrypt a message on the 

initial time period, then, periodically update the personal key 

and the ciphertext, and decrypt the ciphertext. For a small 

variety of time intervals: T 

∈ 24, 26, 28, the going for walks time of every set of 

rules is acquired by means of computing the common of going 

for walks the above procedure a hundred instances. while, for 

a big range of time periods: T ∈ 210, 212, 214, 216, 218, the 

strolling time for every algorithm is obtained through running 

the above procedure most effective as soon as, and the running 

time for replace algorithm is the imply of the first 512 time 

periods. We study that, the time prices of the algorithms 

PKGen. 

 RESULT ANALYSIS AND DISCUSSIONS: 
 
The proposed scheme (Libert and Vergnaud, Seo and Emura, 

Liang et al) have same time complexity for encryption 
whereas the proposed system implements a efficient time 

complexity. The time complexity of decryption maintain 

constant in all the systems. The schema provides logarithmic 
storage of user’s identity instead of linear storage for user 

identity storage. 
 
As the time complexity decreases the number of users 
involved increases with no effect in performance of the 
system. Based on the sample data of the table is derived to 
explain the performance improvement in terms of time 
complexity. 
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